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ABSTRACT KEYWORDS
This article critically examines the Kremlin's calculated deployment Cognitive sovereignty;
of hyperreality - manifested through maskirovka - as a linchpin in hyperreality construct;

its geopolitical playbook. By leveraging propaganda and deception, cognitive warfare; Putin;
Russia creates a dichotomy between perceived strength and EAL:assslliar;os'l;zpaganda;
concealed fragility, manipulating both domestic and international

audiences. Drawing parallels between Soviet-era disinformation

tactics and present-day campaigns, the piece reveals a continuum

of narrative distortion aimed at consolidating power and

deterring opposition. It underscores the emergence of cognitive

sovereignty as a pivotal national security imperative in the digital

age, where disinformation and algorithmic exploitation

undermine critical thought and societal cohesion. Advocating for

a decisive shift in counterstrategies, this article emphasises the

urgency of reclaiming the informational high ground. This

intellectual offensive reframes the cognitive domain an

increasingly critical arena of conflict, highlighting the importance

of the prevailing of truth against the constructed illusions of

authoritarian regimes thus safeguarding cognitive sovereignty

and restoring epistemic integrity in the face of engineered

hyperreality.

The Kremlin’s strategic tradecraft of hyperreality construct — the designed condition of
indistinguishability between fiction and reality — has become one of its most potent tools
in modern warfare. Known as maskirovka, this tactic relies on propaganda and deception
to inflate perceptions of Russian power and obscure its vulnerabilities (Roberts 2015).
The sudden unchallenged collapse of the Syrian regime, once a cornerstone of
Moscow’s influence in the Middle East and a key Russian protectorate, underscores a
profound global humiliation for Russia, revealing a stark impotence that contradicts
its self-proclaimed role as a dominant geopolitical power. Paired with the assassination
of a senior general in the heart of Moscow and the persistent failures in Ukraine, these
events beg a critical re-examination of the Kremlin’s vaunted narrative of invincibility.

Since its full-scale invasion of Ukraine in February 2022, Russia has consistently dis-
torted perceptions of its military prowess and the war’s progress (Dalsjo, Jonsson, and
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Norberg 2022). From the beginning of the invasion, the Kremlin has presented a narra-
tive of swift victories and minimal losses, contrasting with reliable, independent assess-
ments. Russian state media has routinely downplayed Ukrainian resistance and
exaggerated Russian military successes, creating a parallel reality for domestic consump-
tion and international intimidation.

A striking example is the Kremlin’s portrayal of the Battle of Kyiv in the early stages of
the war. Despite failing to capture the Ukrainian capital and suffering significant losses,
Russian propaganda painted the withdrawal as a strategic ‘goodwill gesture’. This pench-
ant for military failure is a continuation of a long-standing Russian tradition of inflating
military capability through propaganda.

Historical parallels: Soviet propaganda vs reality

When confronted in the physical theatre of combat, the Russian military often defaults to
brute force tactics where human life, especially Russian, is expendable. British Defence
Intelligence assesses that as of 22 November 2024, 700,000 Russian personnel have
been killed or wounded since the onset of the war, with Russian troops currently aver-
aging 1,600 killed in action per day (Stavros Atlamazoglou 2024). Perhaps Putin’s
most significant success in the Ukraine war was preventing a Russian own goal with
the containment of the 2023 failed coup.

‘A lie told enough times becomes a truth’ is a quote attributed to Vladimir Lenin. It is
also attributed to Joseph Goebbels. In reality, it belongs to the English writer Isa Blagden,
confirming the Lenin quote as false, thus proving the validation of the statement itself,
demonstrating that propagandists often fool even themselves. Everything is not always
as it seems.

The image of the Russian military as a formidable and invincible force is one of the
most successful propaganda myths perpetuated by the Kremlin. This serves not only
to bolster the morale of its own citizens but also to intimidate Russia’s adversaries. It
allows the Kremlin to justify war in ways that resonate with historical Russian narratives
and drum up domestic support. For example, claiming to protect Russian-speaking min-
ority populations beyond its borders, or exploiting antisemitism and invoking ‘de-Nazifi-
cation.” In 2014, President Putin presented his seizure of Crimea as a ‘peaceful
reunification,” obscuring the violations of international law.

This tradition of military propaganda dates to Soviet times. Joseph Stalin was
renowned for airbrushing from the records those who fell from grace. And during the
1939-40 Winter War against Finland, Soviet propaganda grossly misrepresented the
conflict’s reality, painting a picture of inevitable victory against a weak opponent
(Sander 2022). The outnumbered and outgunned Finns offered a formidable resistance.
A single Finnish sniper named Simo Héyha killed 505 Soviet soldiers in 110 days. Soviet
losses were so significant that it exposed the Red Army’s glaring weaknesses to the world
— a humiliation so profound that it emboldened Hitler to believe that invading the Soviet
Union would be as simple as to ‘kick in the door’ (Kirchubel 2013).

More recently, the concocted image of Russian military invincibility was dented in
2018 when Russian forces faced off against U.S. soldiers in direct combat for the first
time in a century (Phillips 2018). In the Battle of Khasham, 30 US commandos and
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supporting air power decimated a force of 500 Russian mercenaries and pro-Syrian gov-
ernment troops (Gibbons-Neff 2018).

Putin’s background in the KGB has shaped his preference for covert operations over
direct confrontation. He responds to those who challenge his ideologies with state-
ordered executions, as seen recently across European capitals (Lucas 2016). The
Kremlin always initially denies involvement. It later receives the FSB assassins with a
red carpet, a hug, and a medal on their return to the motherland in prisoner swaps.

Calling Putin’s nuclear bluff

Kremlin activities beyond Ukraine increasingly reflect a psychological strategy of con-
stant intimidation. Regular incursions by Russian planes into NATO airspace, with
Sweden being a recent example, underscore ongoing efforts to test international
resolve (Cenciotti 2024). This reflects a psychological strategy of constant intimidation
and Kremlin self-logic that the more often a redline is violated, the more the perception
of its existence can be challenged. When all other intimidation methods fail, the Kremlin
often dangles the nuclear card, akin to a deranged person threatening to pull the grenade
pin inside a crammed elevator.

Russian Foreign Minister Sergey Lavrov recently declared that the Biden adminis-
tration’s decision to allow Ukraine to use U.S.-made weapons to strike Russian territory
was a ‘qualitatively new phase of the Western war against Russia,” and that they ‘will react
accordingly’. Moscow has now published a new nuclear doctrine, stating that any attack
on Russia by a non-nuclear state, aided by a nuclear state, will be considered an act by
both parties. But this nuclear sabre-rattling is believed by few of Ukraine’s allies under-
standing that its primary objective is manipulation and deterrence projection (Grajewski
2024; Zysk 2017). As Putin understands it, the West is increasingly calling his bluff. This
in turn is creating a rise in the risk of escalation, calculated or accidental, in order to
maintain the psychological dominance advantage, and thus is escalating the very
danger he aims to avoid (Mecklin 2023).

After the 2014 Russian invasion of Crimea, Merkel and Obama discussed that Putin
may not be in touch with reality. The fact that Putin went largely unchallenged suggests
that perhaps it was the other way around. What we allow to become real in the metaphys-
ical mind inevitably manifests in the physical world. Putin, whose subterfuge taking of
Crimea ‘without a single shot being fired,” demonstrates that he masters this concept
well (Putin 2014).

Conclusion

Sun Tzu referred to the defeating of an enemy without fighting as the acme of skill. He
recognised the cognitive domain as the high ground, being as important as any other
military capability. Indeed, the mind is the pre-eminent of all battlefields (Schmidt
2020). Everything is perception. As cognitive sovereignty is rapidly emerging as one of
our generation’s greatest national security challenges, the world must learn to fight ideo-
logically, militarily, and cognitively by pre-emptively maintaining information superior-
ity to counter totalitarian and autocratic regimes’ hyperreality mind gaming. Winning
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the cognitive battle means reclaiming the narrative and demonstrating that reality, not
propaganda, dictates the course of history.

Disclosure statement

No potential conflict of interest was reported by the author(s).

Notes on contributors

Jorge Conde is a PhD student in Cognitive Warfare Science and Counter Foreign Interference at
the Australian National University’s School of Computing. His research focuses on Military
Theory and Fifth Industrial Revolution Defence Science as they relate to non-kinetic warfare uti-
lising Psychological Warfare, Propaganda, Influence Operations and Cognitive Warfare domain
dominance within the framework of Great Power Competition with a particular focus on China
and Russia.

Dr John Blaxland is the Director of the ANU North America Liaison Office and Professor of Inter-
national Security and Intelligence Studies at the Strategic and Defence Studies Centre (SDSC),
Coral Bell School of Asia Pacific Affairs, College of Asia and the Pacific at the Australian National
University (ANU). He is the author or co-author of a number of works on intelligence, security,
military history and international affairs.

ORCID

Jorge Conde © http://orcid.org/0000-0003-1772-4155
John Blaxland © http://orcid.org/0000-0002-1223-7748

References

Cenciotti, D. 2024, June 15. The Aviationist. The Aviationist. https://theaviationist.com/2024/06/
15/russian-su-24-violates-swedish-airspace/.

Dalsjo, R., M. Jonsson, and J. Norberg. 2022. “A Brutal Examination: Russian Military Capability
in Light of the Ukraine War.” Survival 64 (3): 7-28. https://doi.org/10.1080/00396338.2022.
2078044.

Gibbons-Neff, T. 2018, May 24. How a 4-Hour Battle Between Russian Mercenaries and U.S.
Commandos Unfolded in Syria. The New York Times. https://www.nytimes.com/2018/05/24/
world/middleeast/american-commandos-russian-mercenaries-syria.html.

Grajewski, N. 202. Russia’s Updated Nuclear Doctrine Isn’t a Blueprint for Weapons Use. Its
Primary Value Is Manipulation. Carnegie Endowment for International Peace. https://
carnegieendowment.org/emissary/2024/11/russia-nuclear-doctrine-update-weapons-use-
sovereignty?lang = en.

Kirchubel, R. 2013. Operation Barbarossa: The German Invasion of Soviet Russia. Bloomsbury
Publishing.

Lucas, E. 2016. License to Kill. Foreign Affairs. https://www.foreignaffairs.com/articles/united-
kingdom/2016-01-26/license-kill.

Mecklin, J. 2023, October 2. Putin’s “bluff’: A Cautionary Note About Underestimating the
Possibility of Nuclear Escalation in Ukraine. Bulletin of the Atomic Scientists. https://
thebulletin.org/2023/10/putins-bluff-a-cautionary-note-about-underestimating-the-possibility-
of-nuclear-escalation-in-ukraine/# ftnl.

Phillips, M. 2018, November 9. The One Time American Troops Fought Russians Was at the End of
World War I—and They Lost. WS]; The Wall Street Journal. https://www.wsj.com/articles/the-



AUSTRALIAN JOURNAL OF INTERNATIONAL AFFAIRS . 5

one-time-american-troops-fought-russians-was-at-the-end-of-world-war-iand-they-lost-
1541772001.

Putin, V. 2014, March 18. Address by President of the Russian Federation. President of Russia.
http://en.kremlin.ru/events/president/news/20603.

Roberts, J. Q. 2015, December 1. Maskirovka 2.0: Hybrid Threat, Hybrid Response. Apps.dtic.mil.
https://apps.dtic.mil/sti/citations/AD1007494.

Sander, G. 2022, March 4. How Finland Held Off the Russians and Won a Moral Victory — with
Lessons for Ukraine. Washington Post. https://www.washingtonpost.com/history/2022/03/04/
finland-russia-winter-war/.

Schmidt, T. 2020, April 7. The Missing Domain of War: Achieving Cognitive Overmatch on
Tomorrow’s Battlefield. Modern War Institute. https://mwi.westpoint.edu/missing-domain-
war-achieving-cognitive-overmatch-tomorrows-battlefield/.

Stavros Atlamazoglou. 2024, November 22. No Joke: Russia Has Lost 700,000 Dead or Wounded
and 3,500 Tanks in Ukraine War. The National Interest. https://nationalinterest.org/blog/
buzz/no-joke-russia-has-lost-700000-dead-or-wounded-and-3500-tanks-ukraine-war-213848.

Zysk, K. 2017. “Nonstrategic Nuclear Weapons in Russia’s Evolving Military Doctrine.” Bulletin of
the Atomic Scientists 73 (5): 322-327. https://doi.org/10.1080/00963402.2017.1362908.



